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ABSTRACT
Many recent biometric authentication methods using heart signals in the
form of ECG and its components have been proposed to be used as a unique
security key for body area networks (BANs) to authenticate individuals and
protect privacy and network security. In this thesis we show how compo-
nents of information on cardiac activity, heart rate and beat-to-beat heart
pulse information can be extracted easily using our video-based non-contact
method and expose the vulnerability of such biometric security protocols.
We propose a novel method called Video-analysis Inference Automated
ECG (VID-ECG) for pulse extraction by facial video processing. Our al-
gorithm combines facial region tracking, motion stabilization, filtering and
heart beat information extraction methods to allow automated extraction of
each pulse from subject facial videos. VID-ECG results show a high level of
accuracy and, unlike related methods in this area, VID-ECG does automatic
extraction without knowledge of any frequency range. It is also able to han-
dle natural motion in subjects. We applied VID-ECG on a wide range of
subjects with varied skin tones, and found accuracy to be high, with more
than 0.9 cross-correlation with ground truth and error less than 0.085% of
average heart rate for each sample. Results have also been compared with
a previously proposed video based method for heart rate extraction, and ac-
curacy and beat-to-beat correspondence have been shown to be significantly
improved, mainly due to the more realistic filtering used and improved mo-
tion handling features of VID-ECG.
As we are able to obtain many components of cardiac activity such as
average heart rate information and close to real-time beat-to-beat informa-
tion, we discuss the implication of our results and how VID-ECG exposes
the vulnerability of ECG/cardiac data based biometric authentication meth-
ods to remote attack using easily obtainable video data from omnipresent
commodity cameras around us today in public and private spaces.
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CHAPTER 1
INTRODUCTION
1.1 Background
The use of advanced sensors and medical devices to monitor, diagnose and
treat medical conditions has been recently on the rise as smaller and more
sophisticated have been designed and tested for body area networks (BANs)
today and are currently being used for applications in medical monitoring,
drug administration or athletic monitoring. Implanted or surface mounted,
these networks of medical devices such as pacemakers, drug pumps, sen-
sors, etc., are currently being designed to work together as a part of a BAN
and wirelessly communicate, exchange data and make relatively independent
decisions for the application. Also with the introduction of networked med-
ical devices, there are a whole host of new improvements including better
synchronization with clinical care, remote tuning for quicker treatment, au-
tomated calibration processes built on networked systems, and less invasive
procedures for device communication, generally improving the patient care
system [1]. Figure 1.1 shows some common implantable medical devices in
BANs.
Wireless communication in a BAN comes with security challenges that
are present in any wireless network today. But the implication of a security
failure in medical devices such as implantable medical devices (IMDs) and
drug administering sensors and pumps is more critical as it will pose a direct
threat to the safety of the individual attached to the device. The safety issue
due to the possibility of interference, tampering and unauthorized access
by an attacker can be life-threatening, so it is essential to consider security
early on during the system design process. However, designing the security
protocol for BAN devices brings about more challenges, especially as the
surface mounted or implanted devices need to remain small in size, power
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Figure 1.1: Various implantable medical devices in BANs
efficient and easy to access in emergency scenarios. These requirements can
limit the usage of external hardware and devices for securing the device or
using technologies that rely on the user to remember passwords or carry
security tokens with them.
In this thesis, we focus on biometric based authentication methods often
used in BANs that propose to use heart-based signals as a security key for
authentication protocols. We demonstrate the potential security loopholes of
ECG-based biometric authentication methods by designing a setup to easily
obtain the ECG-based signal in a non-invasive manner through user videos.
To demonstrate this, we devise a novel technique called Video-analysis Infer-
ence Automated ECG (VID-ECG) to process video information and extract
heart activity data. We show high correlation with ground truth cardiac
data from ECG for each subject and compare the accuracy of our meth-
ods to other non-contact video based average heart rate extraction methods
to date. By using the VID-ECG algorithm to obtain heart beat and other
heart rate variability information from general facial videos of a wide range
of diverse subjects, we show the high vulnerability of using ECG-based infor-
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mation directly as a source of generating the security key for such biometric
authentication systems. The multiple components we are able to extract and
the accuracy with which we can obtain major cardiac activity information
such as average heart rate and beat timings, further show how different com-
ponents of such a biometric key can be easily exposed to an attacker who only
needs commodity cameras and video processing skills to obtain components
of the key used for network authentication.
1.2 Security Standards for Devices in BANs
The wireless standards for medical devices have been defined by the Center
for Devices and Radiological Health department of the FDA in a guide-
line document entitled “Radio Frequency Wireless Technology in Medical
Devices-Guidance for Industry and Food and Drug Administration Staff”
[2]. The document gives a top-level overview on the importance of having
privacy for patient data and secure wireless methods for the medical device
to exchange data. Suggestions for using wireless protection such as encryp-
tion methods, data access controls and protected key-secured data have been
provided at the user discretion based on the medical devices’ environment
of use and probability of attack. However, these are general guidelines and
to date strict enforcement has not been done, with only one device recalled
recently for cybersecurity non-alignment and only upon security complaints
lodged after device was already on the market and in use.
There is another FDA draft guideline that deals specifically with cyber-
security aspects of medical devices: “Content of Premarket Submissions for
Management of Cybersecurity in Medical Devices - Guidance for Industry
and Food and Drug Administration Staff” [3]. This is a fairly new guideline
issued in October 2014. This guideline mentions that during the premarket
submission, the manufacturers are required to declare information pertain-
ing to the cybersecurity features of their device that include risk analysis,
controls, mitigations and integrity preservation in current devices. However,
since these guidelines were released only recently in 2014, they are not able
to ensure that the pacemaker and other implants previously released on the
mainstream market that are being used by several patients are able to change
their design to align with the FDA guideline recommendations. Also, since
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these are not strictly enforced standards but loose guidelines, there is no
testing during the premarket approval to determine whether cybersecurity
methods for securing the device have been built into the device. Recently a
new cybersecurity guideline has been released by the FDA focusing on off-the-
shelf software based cybersecurity supported medical devices [4]; however
because it is a fairly new guideline, who will enforce the changes in previ-
ously released devices already on the market remains to be seen. Recently
for the first time, the FDA cited cybersecurity standard non-alignment [5]
in recalling some devices.
1.3 Medical Implant Hacking and Vulnerabilities of
BAN devices
Recently hackers have demonstrated that they can cause a device to poten-
tially shut down or deliver a fatal shock to the user [6]. Medical hack-
ing entered the limelight in 2011 when IBM security expert Jay Radcliffe
demonstrated hacking an implanted insulin pump to deliver a fatal dose of
insulin [7]. Later in the same year, Barnaby Jack from McAfee demonstrated
how insulin pumps with radio transmitter features such as those offered by
Medtronic can be hacked to compromise the radio control and the safety
mode features, just by detecting devices by scanning the network within a
range of a few feet.
In 2013, Dick Cheney, the former vice president who uses a pacemaker,
disclosed that the wireless features of his pacemaker were disabled by the
doctors after several implant hacking concerns started appearing in the me-
dia. This was one of the major news items that led to the FDA finally taking
security aspects of implants into account and drafting a guideline document
for manufacturers [8]. However, so far these FDA guidelines are only recom-
mendations that are not strictly enforced or tested for before implants such
as pacemakers are approved for market use.
One of the main vulnerabilities mentioned to be exploited by hackers of
implanted medical devices today is the back-door vulnerability [9]. For ex-
ample, when a pacemaker is implanted and the initial testing is performed by
medical professionals, a back-door wireless communication method is used to
simulate conditions in the pacemaker and test the correctness of the device’s
4
reaction to the simulated conditions. This wireless channel, although only
used for initial testing, is always open to data transmission and reception
and susceptible to wireless attack. Some vulnerabilities identified by Profes-
sor Fu and other researchers and investigators of BANs devices with wireless
features include the following [9], [7]:
• The channel is susceptible to remote malicious attack given the long
transmission and reception range.
• Back-door vulnerability has been the main aspect exploited in recent
hacking.
• The software program, when interacted with, gives away the patient’s
private details.
• Potential unsecured access to remote servers connected to a pacemaker
network was also identified in some cases, leading to the uploading of
malware and viruses, and attacking the entire server system.
• Encryption features, though present, were not enabled, thus making
information unprotected in many new devices.
• Standardization of security is urgently needed as devices with net-
worked features are already on the market yet security is unregulated
to some extent.
1.4 Video-based Cardiac Activity Monitoring Methods
Non-invasive or non-contact based physiological condition monitoring meth-
ods are highly in demand, but accurate data recordings of in-vivo physiolog-
ical signals by these methods are also highly challenging. Currently, heart
rate monitoring in clinics is mainly done by the use of ECG machines or pulse
oximeters, but recently video-based pulse analysis from facial color changes
has been explored in a few research papers [10], [11], [12].
Recent research work using video-based pulse extraction methods is based
on the concept of changes in facial color due to blood volume changing the
facial arteries during each heart beat. Each heart beat causes a change in
stroke volume in arteries throughout the body including the facial region.
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Stroke volume is the blood volume pulped out by ventricles, and it decreases
in the facial region at the end-systole period and increases at the end-diastole
period [13], [14]. A heart signal corresponding to a single heart beat,
obtained from an ECG machine, is shown in Figure 1.2. Changes in facial
color are seen as change in color or gray intensity signals reflected from skin
during high blood volume at the end-diastole period and during low blood
volume in facial arteries at the end-systole period [15].
Figure 1.2: ECG waveform (PQRST) showing RR interval
1.5 Vulnerabilities of ECG-based Biometric
Authentication Methods
For the highly researched area of security for BANs, using biometric ECG-
based authentication keys has been proposed several times in recent research
works [16], [17], [18], [19], [20], [21].
Our work demonstrates the loophole of using ECG signals as keys for
biometric authentication protocols in BANs. We show that use of such bio-
metric markers can directly lead to an easy to breach of the security key, and
we demonstrate that means of obtaining components that define an ECG
signal are readily available via facial videos. In this research, we have de-
vised a method, VID-ECG, to extract the components of an ECG signal
through facial video of the subject. We show that we can obtain highly ac-
curate components such as pulse rate, heart rate variability information and
pulse-to-pulse time correspondence from facial video data using our method.
The heart rate information obtained supports a variability of up to 20 dif-
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ferent frequency variations in subjects per minute. The main advantage of
the VID-ECG method is that it performs fully automated heart signal ex-
traction without knowing the spatio-temporal frequency ranges in which to
filter, unlike other methods in this area. We also experimentally show that
our method is able to obtain accurate results for varied skin tone, lighting
conditions and even regardless of motion in subjects. Our results show that
video-based ECG component extraction is possible to a high level of accu-
racy; furthermore, we experimentally show that the level of accuracy with
which ECG components can be extracted remotely and in a non-contact way.
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CHAPTER 2
ORGANIZATION OF THIS THESIS
This thesis provides the background, system building, sample testing, analy-
sis, and discussion of the biometric security exposed by using results obtained
from the VID-ECG system. It is organized as follows:
• Chapter 1 describes the background behind the work. It describes
the security standards for body area networks (BANs), focusing on
biometric standards and the recent rise in vulnerabilities exposed in
BAN networks. It gives an overview of the science behind video-based
heart information extraction methods and the possible vulnerability of
ECG-based biometric methods proposed to date.
• Chapter 2 gives a literature review of the related video-based extraction
methods for cardiac signals in related research to date and touches
upon how our method will overcome the limitations and improve the
accuracy of previous methods.
• Chapter 3 lists the contributions of our novel method, VID-ECG, in the
area of non-contact based automated heart rate detection. It also lists
the implications of VID-ECG results for the vulnerability of biometric
authentication protocols in general.
• Chapter 4 describes the methodology behind the research. The hard-
ware and software systems built to collect the video data, ground truth
data for verification and algorithm used to extract the heart activity
signals are described here.
• Chapter 5 describes the data collected for the experiments.
• Chapter 6 describes the results obtained from the VID-ECG method
and analyzes the accuracy of the heart rate extraction.
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• Chapter 7 discusses the results obtained using VID-ECG. It also com-
pares the results with previously proposed methods in this area.
• Chapter 8 provides some concluding remarks on the results obtained
in the research and their implications for the field of biometric security
as well as future applications for other fields.
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CHAPTER 3
LITERATURE REVIEW
3.1 Related Works on Video-based Extraction of
Cardiac Signal Components
The main works in the area of heart rate detection from video include the Eu-
lerian video magnification method [10] and [11]. An extension of the work
applying Eulerian magnification methods for evaluating pulse transit time
parameter has been done by He et al. [12]. The Eulerian method performs
spatio-temporal band separation and filtering based on user-specified tempo-
ral frequency values. However, it requires the user to provide the estimated
narrow range of frequency to be given as input before it is able to magnify
and extract an approximate average heart rate over the skin patches evalu-
ated, and assumes the user knows a narrow frequency range within which it
can find the heart rate prior to amplifying and displaying it. A wider range of
frequency for heart rate is needed to capture all normal and abnormal heart
rates, which fall between 28 beats/min [22] and 250 beats/min [23], rates
which these methods are not able to handle. Though these methods help to
visualize beats on the face, they assume prior knowledge of narrow heart rate
ranges and do not automatically extract heart signal accurately without the
user input of frequency ranges. User input of a wide frequency range (such
as between 28 beats/min to 250 beats/min) causes environmental noise to
be amplified and distortion of signals.
Neither Wu et al. [10] nor Poh et al. [11] have compared their pulse
pattern extracted with real-time ground truth data set across the entire time
spectrum. Wu et al. [10] have also noted only that the pulse pattern
obtained is close to average frequency for just one sample, and they do not
focus on verification for all samples and doing beat-to-beat matching. The
other major limitations of ECM are that it visualizes the pulse patterns over
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the entire video and is affected by environmental noise of the same frequency
and prone to movement artifacts, making pulse extraction for use difficult.
Besides average heart rate, heart rate variability (HRV) is a clinically sig-
nificant marker for providing information on autonomic cardiac imbalances,
the risk of cardiac arrhythmias after myocardial infarction and other condi-
tions related to diabetic neuropathology, and provides more information to
analyze the physiological effects of heart activity on the body [24]. Besides
its clinical significance, the HRV information can be used for heart rate his-
tory prediction and can be an additional source of information if a time series
of ECG signal components has been used to generate the authentication keys
to secure the system. Neither of the current methods proposed by Wu et al.
[10] and Poh et al. [11] focus on extracting beat-to-beat correspondence
information that gives us insight into the HRV, but we will demonstrate that
this information also can be extracted through video samples.
3.2 Overcoming Limitations of Previous Methods
We propose a system that can obtain multiple components of an ECG sig-
nals such as the pulse rate, beat patterns and pulse location (R-peak) in
time accurately through facial video data. Our method, VID-ECG, does not
need prior knowledge of pulse rate, obtaining it automatically, and unlike
prior methods is able to handle the entire spectrum of human heart rate
ranges with the highest possible abnormal pulse rate of 250 beats/min [23]
up to the lowest recorded human pulse rate of 28 beats/min [22]. It can
handle natural motion and provide not just an averaged heart rate estimate
but also beat-to-beat correspondence with ECG ground truth. VID-ECG
visualizes the pulse patterns only over the facial region and eliminates the
environmental influence on the pulse extracted by performing stabilization
of facial movements. Our method uses unique filtering algorithms combined
with various other modules for facial region detection, stabilization, noise
minimization and automated heart beat extraction without knowledge of
frequency ranges. It also supports not just extraction of average heart rate
but also inter-beat variation to show heart rate variability (HRV) for up to
20 different frequencies per minute. Also, in contrast to previous work, our
approach using the VID-ECG algorithm is more robust to different lighting
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conditions and skin tones, with the ultimate goal of working even when the
person is moving in the frame.
Our work will show that ECG signals are not a secure source of randomness
for generating a key for body-area networks. Usage of such biometric markers
can lead directly to an easy breach of the security key, and we demonstrate
that means of obtaining components that define an ECG signal are readily
available via facial videos.
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CHAPTER 4
CONTRIBUTION
In this project, we will mainly demonstrate that biometric authentication
using ECG signal is not secure for the following reasons:
• Facial video obtained from regular sources such as personal cameras,
mobile phones or surveillance systems can be enough to extract com-
ponents of ECG signal from the heart.
• Based on the high level of accuracy of our obtained ECG-based pulse
rate and pattern information, we can show that there is not enough
randomness when using a security key derived from the ECG
To demonstrate this, we devise a novel method, VID-ECG, an automated
video-based heart rate detection method with the following main features:
• Automated wide range detection without user input for estimated fre-
quency range parameter. Can detect the range of all possible human
heart rates.
• Per sample and per pulse accuracy evaluated for all samples extensively
against clinical sample
• Robustness to different lighting conditions and skin tones and ability
to withstand natural motions and work even when subject is moving
• Support for heart rate variability and extraction of top 10 frequencies
over 30 second period instead of simple average pulse extraction
• Extraction of heart information diagnostics that provides information
about running heart rate, arrhythmias, and average pulse rate with
a high level of accuracy when compared to the actual ECG clinical
samples
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CHAPTER 5
METHODOLOGY
5.1 Top-level System Overview
We built a system to obtain both the video-based signals and ground truth
of ECG data to compare to components of heart activity that we extract
from the video signal and find the correspondence for each heart pulse. We
can roughly break our system into two major subsystems:
1. Subsystem for ECG ground truth capturing
2. Subsystem for video data capturing and processing using VID-ECG
Figure 5.1: Top-level overview of 3-lead ECG system built for ground truth
capturing
To obtain ground truth, we built an ECG subsystem consisting of 3-lead
ECG analog circuit connected to a digital filtering module implemented in
LabView as shown in Figure 5.1, to extract ground truth ECG data. More
details on the 3-lead ECG system building and testing process are in the
Appendix. To obtain the video data and process it using the VID-ECG
algorithm, we design the subsystem shown in Figure 5.2. The outputs of
the two subsystems are the ECG ground truth signal and VID-ECG signal
respectively, which are compared and correlation is evaluated. An example of
these two signals extracted from each subsystem is shown for a single sample
in Chapter 7 of this thesis.
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Figure 5.2: Subsystem for video data capturing and processing using
VID-ECG
5.2 Subsystem for ECG Ground Truth Capturing
The top-level overview for the ECG subsystem is shown in Figure 5.1. The
subsystem is used for capturing ground truth ECG data from subjects and
using it for comparison with the video-based signals extracted to test the
correlation and accuracy. The subsystem consists of a 3-lead analog ECG
circuit that we prepared in a breadboard; the circuit diagram is shown in
Figure 5.3. The raw ECG signal obtained by the analog circuit is further
processed through a digital filtering module we implemented using LabView
(see Figure 5.4). The digital filtering module consists of a data acquisition
system that interfaces to sample data from the analog circuitry and then
passes it to bandpass and bandstop filtering that removes outliers and 60 Hz
powerline noise frequencies.
Figure 5.3: 3-lead ECG analog circuit
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Figure 5.4: Digital filtering module for ECG signal in LabView
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5.3 Subsystem for Video Data Capturing and
Processing using VID-ECG
The subsystem for video capturing and processing is shown in Figure 5.2.
We use a Go Pro Hero4 Black camera for capturing video samples at 120
fps at a full high-definition resolution of 1920x1080 pixels (1080p) under
conditions of natural light or florescent light. We process the captured video
in Matlab using our VID-ECG algorithm and evaluate its accuracy using
the ECG ground truth data obtained that is synchronized with the video
samples. Our algorithm extracts gray channel information for facial skin
intensity changes due to heart pulsation. We demonstrate the extracted
pulse using the VID-ECG method and the accuracy of the pulse rates when
compared to ground truth ECG data and the R-R peak intervals from the
QRS complex of the ECG signals. The R-R interval of the signal denotes the
inter-pulse period as shown in Figure 1.2
5.4 Algorithm
Algorithm 1: VID-ECG Algorithm
1: read raw input face video and ECG video as vid and ecgvid
2: audio synchronize face video pairs as syncvid and ecgsyncvid
3: do face detection and stabilization on syncvid to get stablefacevid
4: perform area of interest extraction from stablefacevid (e.g. forehead) as
stableforehead
5: extract and plot mean Gray-component of stableforehead as
meanGrayLevels
6: perform fft based filtering on meanGrayLevels to eliminate high and low
frequency noise and extract 10 highest power signals as noisefreefft
7: perform ifft on noisefreefft to obtain the filtered signal filteredsig
8: extract prominent peaks of filteredsig as V IDECGpulsepeaks
9: perform cross-correlation between the ground truth ECG R-R peaks in
ecgsyncvid and face signals peaks in V IDECGpulsepeaks
10: calculate pulse rate and inter-peak distance accuracy for
V IDECGpulsepeaks
11: extract facial video signals information from V IDECGpulsepeaks and plot
to show HRV.
The VID-ECG method for heart information extraction from facial video
is shown in Algorithm 1. Face detection and rotation stabilization are done
17
using the KLT algorithm [25] with MATLAB functions, which tracks facial
eigenfeatures and rotates images in video to match in case of motion [26].
Filtering for noise removal has been done using FFT filters, followed by
extraction of a variable heart rate signal.
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CHAPTER 6
EXPERIMENTAL DATA
6.1 Participant Recruitment
Flyers were distributed around the campus area of Champaign and Urbana,
Illinois, USA, to advertise the research and invite participants. Subjects were
predominantly student, faculty and local residents of the Champaign-Urbana
area due to the location of the research, though participation was open to
any subject 18-64 years old. Flyers explained the goals of the research and
procedures followed for sample collection with participants in the research.
6.2 Data Collection Procedure
The research samples collected from human subjects described in this thesis
have been approved by the UIUC Institutional Review Board (IRB) as per
IRB Protocol Number: 16265 on Oct 19, 2015. Safety and participant privacy
based protocols have been followed for sample collection of subjects and
written consent was obtained from each participant. The experimental data
collection procedure followed for the research is as follows:
1. Participants will meet at the sample collection lab.
2. They will be briefed on the details of the research and procedure for
data collection for the participants.
3. Consent will be obtained from the participants before starting sam-
pling.
4. ECG sensors will be attached to the wrist and ankle area of the par-
ticipant, so the collection process will not require the participant to
disrobe.
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5. The ECG setup used will be a vigorously tested for safety.
6. A commodity video camera will be used to capture the facial videos to
identify the skin color changes at the same time the ECG samples are
taken.
7. Both video and ECG samples will be 4 times for 30 seconds each time,
allowing the participant to relax between sessions as needed.
8. A single visit of 10-15 minutes per participant is estimated to suffice
for the briefing and sample-taking process per participant.
6.3 Varied Skin Tone Participants
This thesis presents the results obtained from analysis of 18 samples taken
from 9 subjects (6 females, 3 males). For each subject 2 sets of samples of
heart rate and corresponding facial video samples were taken. Each sample
is 30 seconds in length and synchronized in time with ECG ground truth
samples before processing. Varied skin tone subjects were considered, with
sample space skin tone estimated ranging from Type I to VI of Fitzpatrick
scale. Racial composition of subjects include Caucasian, East Asian, South
Asian, South East Asian,West African. The skin tone profile of participants
is shown in Figure 6.1 as compared to the Fitzpatrick scale for reference.
Figure 6.1: Skin tone profile of subjects and comparison with Fitzpatrick
scale of classification
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CHAPTER 7
RESULTS
The results for the average heart pulse rate obtained from the samples and
the number of pulse extracted for a 30 second sample are shown in Table
7.1. To further understand the processing for each sample, we describe the
intermediate results for a single sample in Figure 7.1.
7.1 Mean Interpeak Duration
The interpeak interval for the ground truth is considered to be the duration
between the R-peaks of the PQRS waveform obtained using the 3-lead ECG
system we built and thus is denoted as “interRpeaks”. The interpeak interval
for the face signal processed by VID-ECG is the duration between the major
peaks extracted and processed from the Gray channel of facial video using
the VID-ECG algorithm as shown in Figure 7.1c for a single sample. The
mean interpeak intervals for the ground truth and face samples are shown in
the eighth and ninth columns of Table 7.1 respectively.
Figure 7.2 shows how the mean interpulse intervals vary between samples
and correspond closely to the ground truth values for each sample.
7.2 Average Pulse Rate
In the third and fourth columns of Table 7.1 we show the average pulse rate
obtained based on mean-interpeak interval for both ground truth and face
signal processed with VID-ECG respectively. Mean interpeak interval has
been used to calculate the average pulse rate for both ground truth ECG
signal and VID-ECG processed signal using Equation 7.1.
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(a) Raw video signal (gray channel) (b) FFT for facial pulse (before filtering)
(c) Comparison of ECG signal R-peaks with obtained VID-ECG pulse
(d) Interpeak time for ground truth verses VID-ECG peaks
(e) FFT for facial pulse (after VID-ECG
filtering)
(f) Cross correlation of interpeak inter-
vals
Figure 7.1: Raw data and intermediate result example
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Figure 7.2: Mean interpulse time comparison
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Pulse rate= 60/mean interpeak interval (bpm)
(7.1)
The derived average pulse rate from the VID-ECG sample is visualized as
scatter points against the ground truth signal in Figure 7.3 for all samples.
Figure 7.3: Average pulse rate versus ECG ground truth heart rate
(beats/min) for all samples
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7.3 Heart Beats Detected
The fifth and sixth columns of Table 7.1 show the number of R-peaks and
VID-ECG signal peaks in the 30-second ground truth and face signal samples
respectively, indicating the number of heart beats detected. The difference
in the peaks detected in each sample and ground truth is 0-2 pulses for all
samples except sample 18 which has a difference of 4 pulses.
7.4 Heart Rate Error
The last column shows the error rate of the obtained pulse as a percentage
of ground truth average heart rate. The average heart rate error rate is less
than 0.085% for all samples. Samples 1 to 17 show an error rate less than
0.044% while sample 18 shows an error of 0.0853%, which is the highest in
the dataset.
7.5 Heart Rate Variability Information and Ground
Truth Correlation
After peaks are identified in the face signal, we show these peaks correspond
to the R pulses in ground truth by taking the interpeak time series and
doing a cross correlation. The interpeak time series for both ground truth
(R-R interval) and facial samples processed with VID-ECG show the beat-
to-beat timing relationship in the sample and the detection accuracy of each
beat in the sample. These two series have been cross-correlated to obtain the
correlation index value shown for each sample in the seventh column of Table
7.1. This provides us HRV information and exact beat detection accuracy
within a sample compared to each ground truth heart beat. This can be
further visualized in the example interpeak timing plot in Figure 7.1d for an
example sample. An example correlation plot can be seen in Figure 7.1f. The
Fourier transform after filtering the face signal using VID-ECG algorithm is
shown in Figure 7.1e.
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7.6 Intermediate Results for Example Sample
To show the intermediate steps taken for processing each sample, we show
the intermediate signals obtained in Figure 7.1. The noisy pulse extracted
from a patch of skin on the forehead of a sample after face tracking and
stabilization is shown in Figure 7.1a and its frequency spectrum is in Figure
7.1b. In Figure 7.1c, ECG ground truth and final pulse extracted after
processing by VID-ECG are shown together with peaks (beats) detected.
The filtered signals spectrum is shown in Figure 7.1e. The interpeak time
series for showing consecutive beat relationship w.r.t. ground truth is shown
in the scatter plot in Figure 7.1d. In interpeak timings obtained between
each consecutive pulse have been shown to have high correlation in Figure
7.1f.
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CHAPTER 8
DISCUSSION
8.1 VID-ECG Heart Rate Accuracy
Results in Table 7.1 show that for samples regardless of variation in skin tone
the accuracy of average heart rate, number of pulses (peaks) detected over
30 second sample and correlation between the interpeak timings can all be
obtained with high accuracy. From the results obtained, we find that auto-
mated heart rate detection is possible with high accuracy using the VID-ECG
method. This can be achieved without knowing the range of the frequency
in which to filter, unlike other related works in this area such as the Eule-
rian method (ECM). All but 2 samples show high correlation (greater than
0.95) and error of average heart rate (less than 0.085%). The two samples
(samples 14 and 18) that did not show the best results had very small ampli-
tude of T waves and were estimated to be a darker skin tone of Fitzpatrick
IV and V levels. However, even for those samples the number of peaks de-
tected is within 4 peaks error with correlation coefficient of greater than 0.92
with a fairly close mean interpeak distance to ground truth. The impact of
T-waves amplitude and darker skin tone on the sample needs to be further
investigated.
8.2 Comparison of Results with ECM Method
We compare the results using the VID-ECG algorithm for extracting average
pulse rate to the results obtained using the ECM method, and the results for
the same sample set when processed separately by VID-ECG and ECM are
shown in the Table 8.1. The average heart rates obtained by both VID-ECG
and ECM methods are plotted in Figure 8.1. Also to compare the accuracy,
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we plot the ground truth values for each sample as well. In Figure 8.1, we
can clearly note the highly improved accuracy of our method, VID-ECG,
compared to the results obtained by running the video samples using ECM
method, with respect to ground truth, for each of the 18 samples tested.
Table 8.1: VID-ECG and ECM method results compared
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Figure 8.1: Comparing average heart rate obtained by VID-ECG and ECM
methods versus ground truth value
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Also from correlation coefficients shown in the last two columns of Table
8.1, we can see that the number of peaks obtained and the average heart rate
derived using VID-ECG is closer to the ground truth values for each sample
than when using the ECM method. The correlation with respect to ground
truth pulse pattern for the interpulse distance from the extracted signals is
much improved using the VID-ECG method that shows a correlation coeffi-
cient value of 0.9+ for all samples, while the ECM method has much lower
correlation coefficient in the range of 0.6-0.7.
We believe that the improvement in results using VID-ECG is a result
of this less aggressive but more realistic filtering, and because VID-ECG
compensates for motion better than ECM. Our results for ECM show worse
performance than previous evaluations of ECM.
8.3 Obtaining Heart Rate Variability Information
The filtering algorithm handles 10 frequency components with highest power
filtered for every 30 second facial signal, providing HRV information from
20 different frequencies for every 1 minute. This demonstrates the beat-
to-beat heart rate variation with high accuracy, as shown by the results in
interpeak time cross-correlation. This allows us not just to extract average
heart rate over an interval but to demonstrate highly accurate beat-to-beat
correspondence and HRV over a duration. This beat-to-beat mean timing
information can provide us with indicators of HRV for further investigation
and diagnosis of underlying physiological conditions if abnormality is seen.
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CHAPTER 9
CONCLUSION
Body physiological signals are often available outside the body, and our
method serves as a prominent example to show that heart rate and variabil-
ity information can be extracted very accurately. For the highly researched
area of security for BANs, using biometric ECG based authentication keys
has been proposed several times in recent research works.
Our work shows that ECG signals are not a secure source of random-
ness for generating a key for body-area networks. We demonstrate this by
a video based cardiac data extraction method that relies on minute skin
color changes during the phases of heart activity. We demonstrate a high
level of accuracy with which we can obtain heart activity information from
our method, and we show significant improvements over previous methods
of video-based non-contact pulse extraction in terms of higher beat-to-beat
correlation and average pulse rate accuracy.
The implication of our results is that the use of ECG-dependent biomet-
ric markers can lead directly to an easy breach of the security key. We
demonstrate that means of obtaining components that define an ECG signal
are readily available via facial videos and with even better accuracy using
our VID-ECG method. Our experimental results imply that ECG-based
biometric authentication methods can be easy to break, will not introduce
enough randomness to the authentication key and can be vulnerable to at-
tacks through cameras present in public and personal spaces today. We
believe that security analysis of future work in this space should consider a
more realistic adversary model.
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APPENDIX - SPECIFICATIONS AND
TESTING DOCUMENT FOR
3-ELECTRODE ECG
A.1 Top-level Overview of Equipment
The 3-lead ECG circuit consists of analog and digital subsystems working
together to capture and process the ECG signal. The top level overview of
the system is shown in Figure A.1.
Figure A.1: Subsystems for ECG ground truth capturing
A.2 Analog ECG Circuit
The ECG designed follows the setup used in Lab course BIOE 415 taken by
the researcher previously. The circuit discussed here was designed and tested
on a breadboard. The circuit diagram is shown in Figure A.2.
Protective measures used in circuitry
Backflow current protection is built into the circuitry using the diodes (IN400x)
shown in Figure A.2. For protection, the diodes under reverse-biased mode
should be able to withstand a voltage up to 5000 V and protect the instru-
mentation from high voltages. The resistor power rating is given in terms of
voltage and resistance of circuit by Equation A.1.
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Figure A.2: 3-lead ECG hardware
P = V2 / R = 5000 (V)2/ 250 (kΩ) = 250 (W)
(A.1)
Assuming 100 kΩ resistors for the protection circuit, the power rating of
the resistors needs to be 250 W.The current that the diodes must withstand
is given by (assuming 100 kΩ resistors in protection circuit) Equation A.2.
I = V / R = 5000 (V) / 100 (kΩ) = 0.05 (A)
(A.2)
Figure A.3 shows the circuit connected on a breadboard. The wires further
connect this breadboard analog circuitry to a computer where the LabView
software is run using a DAQ for interfacing.
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Figure A.3: ECG analog circuit connected on a breadboard
A.3 Digital Filtering Module (LabView)
The design in Figure A.4 shows the LabView module for digital signal fil-
tering. The analog circuit is interfaced with the digital filtering module in
LabView using a National Instruments DAQ. We use a bandpass filter to filter
out only the relevant heart signal frequency bands and then use a bandstop
filter to filter out the power signal noise of 60 Hz.
A.4 Procedure
Analog circuitry
1. Build an electrocardiography circuit as shown in Figure A.2. Connect
the DC voltage with a 10 V signal, the AC voltage into the input of the
circuit, and the circuit’s input and output signals into the oscilloscope
to view the signals.
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Figure A.4: Digital filtering module for ECG signal in LabView
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2. Verify that the gain of the circuit is close to 30 V/V by testing the gain
within the bandwidth.
3. Find the cutoff frequencies and verify that they are close to 1 Hz and
100 Hz for the low and high cutoff frequencies respectively.
4. Add resistors to reduce the input amplitude to 5 mV. Input a triangle
function into the circuit as a test run. Verify that the ECG filters the
signal properly.
5. Disconnect the DC power supply and replace with 9 V batteries.
6. Place electrodes on a student’s ankle and right wrist. Connect the right
ankle to ground, and the positive and negative signals to the right wrist
and left ankle. Connect the 9 V batteries to the circuit and view the
ECG signal in oscilloscope.
7. Further integrate with LabView model using a data acquisition device
(DAQ) for digital filtering, amplification and information extraction.
Digital filtering module in LabView
1. Build a LabView model as shown in Figure A.4. Start with a bandpass
filter of 4th order set to allow signals between 0.5 Hz and 106 Hz to
pass and filtering the rest of the frequencies.
2. Build a bandstop filter for eliminating the power supply noise close to
60 Hz. The bandstop filter was set to filter out frequencies from 59
Hz to 61 Hz. Connect the results to waveform plots before and after
filtering to view the difference.
3. Use a peak detected to identify the R-peaks from the filtered ECG
signal. Set a threshold for the peak detector that is below the R-peak
but above all other parts of the ECG (usually between 0.8 V and 1.25
V). Set the width of the detector to 10.
4. Connect the output of the peak detector that contains the number
of peaks in the sample to a formula module. The formula module
calculates the heart rate in beats per minute using the Equation A.3.
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Average Heart Rate (beats/min) = 6 * Number of R-peaks in ECG wave
(A.3)
A.5 Testing
Analog module testing
1. ECG Simulator and WAV files given during BIOE 415 class were used
to test the circuitry on the team members and output was obtained as
shown in Figure A.5.
2. The circuit was tested with other provided ECG wavefiles as well.
3. A battery was connected to the circuit.
4. The circuit was verified with the instructor and TA for the BIOE 415
course before connecting the subject to the electrode for testing.
5. The team members in the lab group were connected to the electrodes for
further testing. The unfiltered raw ECG output from the oscilloscope
from testing the analog circuitry with a team member is shown in
Figure A.5. Based on the obtained rough estimates from the analog
circuit unfiltered data output shown in Figure A.5, we can calculate
the heart rate frequency to be at 1.0399 Hz= 57.69 beats/min.
Digital filtering module testing
Digital filtering is done using LabView. We design a bandpass filter to work
from 0.5 Hz to 100 Hz. And we also use a bandstop filter to filter out 60 Hz
noise from the power supply. It is set to filter 58 to 62 Hz. We can see in
the waveform and FFT that the 60 Hz signals are removed. A sample screen
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Figure A.5: Oscilloscope snapshot of raw ECG obtained
shot from LabView of a signal obtained by filtering through bandstop and
bandpass filters and its FFT is shown in Figure A.6.
Figure A.6: LabView snapshot of an ECG sample before filtering (top) and
after filtering (bottom) with a bandpass and bandstop filter to remove
noise. The signal FFT plots are shown on the right of each.
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Integrated system testing
The integrated system testing was done in a lab environment among team
members and classmates for the BIOE 415 class under instructor and TA
supervision. We used 5 subjects and tested the circuit safety and accuracy
compared to a commercial mobile app for heart pulse rate detection. The
values were found to be roughly within +-2 beats, given that it is taken at the
same time to compare. The obtained values are shown for few test subjects
in Figure A.7.
Figure A.7: The sample screen shot of obtained ECG pulse from integrated
circuit for 5 samples shown together with the number of R peaks detected
and the average pulse rate for the subject.
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A.6 Test and Setup Conclusion
We successfully connected and tested the basic ECG circuit. We measured
various properties of the circuit like gain and cutoff frequencies. Then we
tested it using the wavefiles given. We then connected the circuit to a bat-
tery source and tested it with electrodes connected to a team member and
obtained the ECG signal and its measurements on the oscilloscope. Proper
backflow protection was built into the analog circuit and tested. Also, to en-
sure safety, batteries were used instead of powering from other supplies. Two
9 V batteries in parallel were used in the circuit and current was reduced by
using resistors. We also designed a digital filter in LabView and connected
our circuit to it. We designed bandpass and bandstop filters and tested a
team member connected to the ECG electrodes. We observed and obtained
a proper ECG signal and also filtered out the 60 Hz noise using a bandstop
filter.
44
